The business owner’s
blind spot

How your team’s shortcuts could be opening
you up to lawsuits
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The secret danger in your
business

If your business has hundreds of employees, it’'s impossible to see everything
they’re doing — especially when it comes to the tech they use day to day.

But here’s the hard truth: the tools your team uses without your
knowledge could be putting your business at serious legal risk.

These aren’t malicious actions. They’re shortcuts. Quick fixes.
Apps your team turns to when the official process is too slow or
doesn’t meet their needs.

And under laws like POPIA (Protection of Personal Information
Act), those shortcuts could cost you — in penalties, lawsuits, or
reputational damage.

This guide unpacks what’s really going on
behind the scenes, what it means for your
legal obligations, and what you can do to
protect your business.
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What is

Let’s call it what it is — shadow tech. These are tools, apps, or platforms
your staff are using to get work done outside of approved channels and
IT oversight.

Here’s what they typically look like:

Personal cloud storage like
Google Drive or Dropbox

Messaging apps like WhatsApp
or Telegram for client
communication

Personal email accounts
used for sending work-related
documents

Free file-sharing platforms with
no visibility or tracking

None of these seem dangerous at face
value. But the second customer data,
financial documents, or sensitive internal
files pass through them, you've got a
major compliance risk on your hands —
and you may never know it’s happening.
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How those tools
could land you in
legal trouble

Under South Africa’s POPIA
(Section 19), you're legally
responsible for how personal data
is stored, shared, and protected —
regardless of who moved it or why.

If your staff shares a client’s details via WhatsApp
or uploads financial data to a personal Google
Drive, you are the one liable for any misuse,
breach, or data mishandling.
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Let’s be clear:

POPIA doesn’t care whether the app was “just a
workaround” or whether IT gave formal approval. If
personal data is stored or processed in an unauthorised
space, you're in breach.

And in the case of shadow tech — you'll most likely only
find out when:

* Aclient raises a POPIA complaint
* You fail a due diligence check during a deal

* There’s a breach — and your team has no idea where the
data went

* You get hit with a license audit from a vendor

And by then, the damage is already done.
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A true story that shows
how fast this can go wrong

A mid-sized South African law firm found out the hard way. Several
employees were using free file-sharing tools to send and store client
documents — with good intentions. It was fast. It was simple.

But those “free” tools weren’t licensed for commercial use. And when a vendor audit uncovered the usage,
the firm was slapped with a multi-million rand penalty.

There was no breach. No criminal activity. Just unauthorised tools quietly creating a serious compliance
and financial liability — one the firm didn’t even know about until it was too late.

How to stop it —

You don'’t need to lock your systems down to stay compliant. You just need to get
visibility — and give your team better options.

Here’s what you can do to keep control:

1 12

Make your policies unmissable Give staff a path to suggest tools the
Don’t hide your tech rules in a 40-page handbook. right way
Build short, visible, plain-language policies that Many employees turn to shadow tech because
make it easy for staff to know: they don’t think there’s an alternative. Fix that by
What tools are allowed offering:
What's off-limits A simple approval process for new tools
How to request something new A clear feedback channel for unmet needs

A quick review mechanism through your IT or
compliance teams
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Use tools that surface the hidden stuff Educate the business, not just IT

There are now platforms that can detect Many employees don’t realise that a “free” app
unauthorised cloud usage, flag unknown devices, or chat group could become a lawsuit. Educate
and expose risky app behaviours — without them with short videos, real-world examples, and
invading privacy or slowing anyone down. ongoing awareness campaigns. Focus on what

If you have over 100 users, visibility software isn’t could go wrong — and make it real.

a luxury — it’s protection.

You can’t fix what you can’t see

In a business with hundreds of employees, it’s not a Your team isn’t trying to hurt the company. They're

question if shadow tech exists — it’s a question of  just trying to work faster, better, more efficiently. The

how much, and how risky it is. solution isn’t to slow them down — it’s to give them
tools they don’t need to work around.

Vodacom Business can help

Not sure if the tools your employees are using are

putting you at risk? e e
We'll help you find out — and show you what better ' .‘.

looks like.

Vodacom Business offers a concierge service for
mid-sized companies:

We'll assess the apps, platforms, and tools your
team uses — and give you a tech recommendation
roadmap to boost productivity and stay compliant.

If you want to be productive with fewer compliance
headaches:

Request a free consultation.
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